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EMAILS WITH RIGHT-WING ORIENTED
PROPAGANDA

Alzey, 22. June 2004

Since early June, thousands of Emails containing right-wing propaganda are send by
computers infected with the SOBER-Family virus. We have received evidences that
emails using addresses from SAGA D.C. are also spread around. We have run deep
internal audits to assure that no system of SAGA D.C. is infected or could be used as
an open mail relay to distribute such emails. The basic information on this topic could
be read mainly in German media or the German BSI (Federal Institut for Security in
the Information Technology) at this Link
http://www.bsi.de/presse/pressinf/sober150604.htm

If you received an email with such a content, please send this to us as an attachment
in a new mail (to keep the Mail-Headers intact). Some hints to identify that we cannot
be the sender of this email. We only deliver Email out of our assigned IP-Address
Space from our Mail-Servers. The emails in question are mostly delivered out of
dynamic assigned IP-Addresses from large ISPs for Home-PCs. The SOBIG-Family
Email-System currently assigns an unusual QMAIL-Message ID. Instead of the
typical Message-ID of the QMAIL-Server it uses a hexadecimal-Message-ID.

We apologize the inconvenience that this may cause you even if we are not
responsible for it.

SAGA D.C. GmbH was founded in 1988 as an independent Software Development
Company. Our focus is Host-Integration with Security-Implementation, Single-Sign-
On and E-Government. SAGA D.C. is located in Alzey (close to Mainz) and act as a
Platinum PRO Partner of OpenConnect Systems in Germany, Austria and
Switzerland. Since April 2004, SAGA D.C. is also an Advanced Business Partner of
IBM’s Software Group with Focus on WebSphere and Host-Integration.
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Contact: Jochen Grotepass — Managing Director —
Email: pr@sagadc.com
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